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the national cybersecurity authority




AN

The national cybersecurity authority W oo

* Created in 2014 by Royal Decree

 Qver 130 staff members

* Coordinates the implementation of the National
Cybersecurity Strategy

« Composed of Cyber Emergency Response Team (CERT), Cyber
Threat Research & Intelligence Sharing (CyTRIS), National
Cybersecurity Certification Authority (NCCA), National
Cybersecurity Coordination Centre Belgium (NCC-BE)
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®— Our legal mission

High-level mission: Make Belgium one of the least vulnerable countries in the cyber domain

A coordination role at strategic level...

« Drafting the National Cybersecurity Strategy in cooperation with other government departments
« Coordinating implementation of the Strategy at national level

« Supporting national crisis management for cyber aspects

« Monitoring and updating the legal framework on cybersecurity

* Representing Belgium in international cybersecurity forums

.. and at operational level

* Issuing alerts and advisories on the latest cyber threats
* Monitoring notifications and reports of cyber incidents at national and international level
* Supporting organisations in responding to cyber incidents

* Developing standards and practical guides on cyber security, etc.

' Safeonweb®
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®— Our constituents

The population as a whole:

Educate & involve

individuals in their own @Home
security

Organisations of
vital interest:

NIS2 entities,
Critical infrastructures, etc.
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Organisations:
Large companies,
SMEs, associations...

Public authorities:
Federal, but also
regional and local
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Threat Overview

Top 5 targeted

State-aligned operations
against EU Member States

sectors in the EU

https://www.enisa.europa.eu/publications/enisa-threat-landscape-2025

organisations persist

These reportedly include public
administration, transport, digital

: - . State-aligned activities against EU
infrastructure and services, finance, . ) Member States continued at a steady
and manufacturing, with essential e , tempo, with state-nexus

entities representing 53.7% of the ;
total number of recorded incidents.

; cyberespionage activities notably

/ targeting the public administration

; sector, and Foreign Information
Manipulation and Interference (FIMI)
increasingly targeting EU audiences.

Hacktivism dominates
incident volume in the EU

Ransomware remains the most

It was mainly driven by low-impact
DDoS campaigns targeting EU
Member States’ organisations’
websites, with only 2% of incidents
leading to service disruption.

impactful threat in the EU

g The strains Akira and SafePay were among
the most deployed, with a few incidents

resulting in service disruptions.
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Other interesting ENISA publications
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ENISA Space Threat Landscape 2025

Home / Publications / ENISA Space Threat Landscape 2025

€ Back to all publications

%
! enisa

PUBLICATION DATE: MARCH 26, 2025

The primary objective of this report is to identify and assess the cybersecurity
threat landscape for commercial satellites - exploring both existing and
emerging challenges for the industry. This is achieved by focusing on
cybersecurity aspects at each phase of the satellite lifecycle - development,
deployment, operations, and decommissioning, and the stakeholders involved.

share this page ¥ X 1IN

SPACE THREAT
LANDSCAPE

DOWNLOAD &,
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Source: https://www.enisa.europa.eu/publications/enisa-space-threat-landscape-2025
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®— Selected CCB services for you
mm Vebinars & talks

mm CYyFun

External attack surface
protection s
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Webinars & talks

Centre for Cybersecurity Belgium
W — @cybersecuritybelgium - 797 subscribers « 85 videos
SYB?RSFCURITY

More about this channel ...more

Connect & Share + CyberTips

Subscribe . .
Focused sessions on topics relevant for
Home Videos Shorts Playlists Q you, e.8:

e Stop DDOS attacks
e Ransomware explained
* Securing RDP

:

R 2025/Q3 R 2025/Q2 s 7 e ——— ‘
Sl R L A e a Cloud Security s 5" * Cloud security
TR by CCB's 3 5 Key Trends™\"" | * Incident notification
The New Normal Surfing the Threat Wave | Director General A M & . .
— % : ,_ * NIS2 registration
Cyber tips Webinars QCTR 2025/Q3 QCTR 2025/Q2 QCTR 2025/Q1 *
Certre fior Cybersecurity Bedgium - PL Centre for Cybersscurity Belgium - PL Centre for Cybersecunty Belgum - PL. Cantre for Opbessscurity Beigum - PL Event
View fuil payim View full playie \em full phagiimt View Fd4 paylist Centre for Cybersecusity Bedguam - P
View full playli=t
QCTR
Cyber tips Webinars B> Playal In-depth talks from global experts on CTI
_ trends, following the publication of
STOP :ovll WR;?so:‘wam Reporting MNSUap Welil] © STOP , CCB’s Quarterly Cyber Threat Report
gally Works yber Incidents ecuring SPOOFING - :
DDoS ool in Belgium [ 2| RDP % PHISING A (report restricted to NIS2 essential
y hod /NS

ATTACKS

entities; QCTR sessions open for all)

Aok TV
:;;o hacke™

——

Y wle e

Surviving a DDoS Attack: ¢ Tips to Survive a Cyber ¢ Ransomware in 2025:What : Handling a cyber attack? : Everythingyouneedtoknow : Essential Email Security You 3

Protect Your Website Befor... Attack (Cybertips webinar) They Steal, How They Decid_. When should you notify CCB? about securing RDP in 30_ MUST Enable

Cerntre fur Cybersecurity Beigum Centre for Cyberseaurity Sefgum Centre for Cybersecurnty Belgium Centre foe Cybersecunty Belgum Cerntre fur Cybersacusity Beldgum Centre for Cybers=cuity Bedgum BE
456 views + S moanths ago &71 views « 7 months 390 587 wews « 10 morths ago 741 views « 11 munths ago 862 views + 1 year ago 344 views; *+ 2 morths ago Vl]llTl.lIJE
cC

https://www.youtube.com/@cybersecuritybelgium

More info: https://ccb.belgium.be/events
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The CyberFundamentals ecosystem NP CroeRsecuRy

% CYBERSECURITY
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for CAB’s
\Under accreditatiory

Policy templates

T e e
Framework mapping Bl T e
N W
N = [
CyFun® ——y |
Selection tool —w R RTEER B
(Risk Assessment) | == || = |z =] = 120 12
® CyberFund: (National Tool) e pm o O . 0
iz o s e - u |
=~ — 4§ ] - e :_:!—fg’.g.“..é.
S B ot
CYFUH® s 0 Syl e B
4 CyFun® \ (CyberFundamentaIs Labels "\ | Self-Assessment tool B e = s
Conformity Qﬁ%i;n\\,'g 2=
Assessment | Y
Scheme BASIC | ESSENTIAL CYFUH® BASIC
Verified Certified

CyberFundamentals Toolbox is publicly available = www.cyfun.eu

More info: https://www.cyfun.eu
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Malware Information Sharing o

Y

@ CYBERSECURITY
Platform (MISP) | v
Get Started With MISP - Strengthen Your
Cyber Defences
Threat intelligence platform
for sharing, storing and correlating
- indicators of Compromise of targeted attacks, T F '
- threat intelligence,
 financial fraud information,
» vulnerability information e
. or even counter-terrorism information. s
open source project driven by CIRCL.LU R
e ©YouTube
e e et https://www.youtube.com/@cybersecuritybelgium
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External attack surface

. B st
protection v
: Early Warning System
 CCB’s automated Spear * Threat landscape reports * Free access (90d/Year) to
Warning service based on » Flash alerts (for which an external attack surface
Arctic Hub technology, with imminent action required) mgt tool
premium intelligence feeds . 2 Media articles » Tailored & individualized
« EWS: CCB database with training on remediation
up-to-date contact
information

« Spear warnings are
Individualized targeted
warnings to alert for
observed vulnerabilities or
infections on your network

* Weekly check for
vulnerabilities, daily for
infections

More info: info@ccb.belgium.be
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Rue de la Loi / Wetstraat 18 - 1000 Brussels

www.ccb.belgium.be
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®— |Learn more about us

W oo e oo s sviesof e peremmest. e begiom b - S . -
w e e @ Othe it fomaton nd sorvces st b - " s be be
Safeonweb® NEWS BLOG TIPS CAMPAIGN MATERIAL TEACHING MATERIALS LINKS CONTACT Safecnweb™
v arec: WEk Tools& Rosources Suppart  Gboutus  Comtact Register my organisation
® -
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Tools & Resources

Home News Organisati Secte

' . —-_— @ —» Firstaid Do you have a problem?

At Home At Work At government Vital Sectors

E)

Safeonweb.be informs and For more information, advice, Guidelines for the various Various projects protecting

advises about cybersecurity and and useful links on how to information systems of public Belgium's Vital Industries @ .
main actual digital threats. protect computers and networks  institutions. Training for federal against cyber-attacks J

at work public officials. [

My account has been hacked I am a victim of cyberbullying My device is being used for
= A € c4

0 My account again? Cyberbullying is a crime that needs to be cryptojacking
e My account more reported!

re?

https://ccb.belgium.be/en https://safeonweb.be/en



https://ccb.belgium.be/en
https://safeonweb.be/en
https://atwork.safeonweb.be/
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Centre for Cybersecurity Belgium  Safeonweb

m LinkedIn - CCB Facebook - Safeonweb.be

$oCeB '@l Instagram - Safeonweb.be
X — CCB alert X X — Safeonweb
° YouTube - CCB u

—

YouTube - @safeonwebbe
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