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Vision & mission
Elia Group

Vision

Mission

A world where everyone can access 

affordable and sustainable power.

Driving the energy transition by designing, 

building, operating, and advising on reliable, 

cost-efficient, and future-proof power systems 

across borders and sectors.
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Who we are and what we do
Elia Group

Elia Transmission Belgium

Elia Transmission Belgium operates the electricity transmission 

network in Belgium. We manage the Belgian high-voltage 

transmission grid (30 kV to 400 kV), which is made up of over 

8,903 km of overhead lines and underground cables. We 

maintain a service reliability level of 99.99% and ensure that 

production and consumption are balanced around the clock. In 

so doing, we provide society with a robust power grid, which is 

essential for socioeconomic prosperity. ETB aims to be ready 

for a 50% increase in electricity consumption by 2032.

An integral part of Elia Group

Elia Transmission Belgium is part of Elia Group, an 

international energy group specialising in transmission 

systems. Elia Group supplies 30 million end users with 

electricity through its subsidiaries in Belgium (Elia) and in the 

north and east of Germany (50Hertz). In addition to its activities 

as a transmission system operator, Elia Group provides 

consulting services to international customers through its 

subsidiaries Elia Grid International and WindGrid.

Elia Group is a listed company whose core 

shareholder was the municipal holding 

company Publi-T until 20 March 2025, after 

which the shareholder changed to NextGrid 

Holding NV/SA. Publi-T owns the majority of 

the shares of NextGrid Holding SA/NV and is 

the sole controlling shareholder.
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Regulated entity
Elia Transmission Belgium



Length electrical
grid

8.851 km
Equivalent 
telecom netwerk

About Elia Transmission Belgium - Figures

Underground

3.450 km

Above ground

5.401 km

> 1.000 Substations
and buildings

> 20.000 masts
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ETB grid
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Digital complexity and needs



+13TWh 

+3TWh 

+18TWh 

Consumption Production

Solar PV Onshore Wind Offshore Wind

x1.7 X2.2 x2.5

In 2035 In 2035 In 2035

9

20.9 

GWp

7.6 

GW

5.8 

GW

COMPLEXITY

1  Scenario Current Commitments from AdFlex Scenario’s

+5TWh 

89
82 82

2015 2020 2025 2030 2035

106

124
+4%

Industry

Data Centers

Transport

Heating

Existing + Losses

+13TWh 

Total consumption in BE, TWh

50% 
increase 

2025-2035



1010

Complexity leading to major digitalization needs



… make and execute autonomous 

decisions,

without being constrained

by significant external 

dependencies …

Sovereignty is the ability to … 

… whether at the level of a State, 

organization or company

Importance of sovereignty
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Importance of security, trends 2025
▪ 59% “caught in the act” ~ sites equipped with camera and detection systems

▪ Market situation for copper (price and supply) is the main driver of the number of incidents

▪ Trends in anarchism, activism, sabotage, terrorism, and the geopolitical situation

▪ Various incidents: drug-related issues, arson, activist groups, and threats against employees
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Geographic Information 

System at Elia
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GIS at Elia

• Geolocation data is critical for the management, security, and resilience of electricity 

infrastructure. 

• Essential for ensuring operational continuity and national security. 

• Key asset for Elia as transmission system operator and essential entity

Exact or approximate geographic location of critical grid assets: 

• High-voltage lines and pylons, 

• Substations, 

• Control and dispatching centres, 

• Cross-border interconnections, 

• Supporting digital nodes. 

Provides a comprehensive spatial view of the transmission network

• Identification and prioritisation of critical sites 

• Supports monitoring and threat analysis

• Contributes to physical and cyber security measures 

• Strengthens overall infrastructure resilience

Link with security and resilience
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Geolocation data forms the backbone of 
innovative security instruments

BVLOS drone operations, cyber-physical monitoring, and hybrid 

threat analysis. Without a coherent approach to geolocation, 

these instruments remain underutilized.

Geolocation data is highly sensitive information. It can be 

misused for targeted sabotage, hybrid threats, or coordinated 

attacks. At the same time, it is necessary for designing and 

applying preventive security measures in a proportional manner. 

Geolocation data of critical infrastructure are not ordinary 

technical data but are directly linked to national security. The 

absence of a uniform national framework for the sharing, access, 

and use of these data currently limits the possibilities for 

coordinated prevention.

Geolocation data makes the interdependencies between different critical infrastructures visible, such as 

energy, telecommunications, transport, and digital networks. Understanding these spatial relationships 

makes it possible to identify cascading risks and strengthen national preparedness.
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GIS at Elia
• GIS Product Team

• Operations

• Analytics and reporting

• GIS tooling

• GIS Expertise

• GIS “projects” (e.g. GIS backend migration)

• GIS tooling
• Esri

• FME

• Support Nordend

• Analytics and reporting

• GIS backend migration 

Second half of 2026 a new Geospatal Product team will be set up:

The Geospatial Product provides E2E solutions to collect, manage and expose the geospatial 

location of assets, functional locations and all related contextual geospatial information. In 

addition, the Geospatial Product supports the organization with both GIS tools and GIS analysis 

& business expertise.

A. The Geospatial Product delivers the geospatial location of assets and functional locations 

and delivers the Contextual Geospatial Information Product.

B. The Geospatial Solutions Product delivers:

• The application service management for all GIS tools within Elia (both Esri and non-

Esri tools)

• Geospatial operations as a services (e.g. coordinate transformations or geographic 

overlays)

C.The Geospatial Center of Expertise delivers GIS analysis & reporting and business expertise.

Tools

FME Form/Flow, ArcGIS Pro (Spatial Analyst, 3D Analyst), ArcGIS Image Server, ArcGIS 

Enterprise, ArcGIS Portal, Geocortex, VertiGIS Studio / UT integrator, RMQ, QGIS, Maps.me, 

Google Earth, GISGRO, G-Tec GIS, Python, eGIS, SQL DB, Oracle Spatial, Micostation, MDL, 

PowerBuilder

Collect, manage and expose geospatial data about our assets, functional locations and their 

context in a FAIR way and support the organization with GIS tooling and expertise for the 

purpose of safety during infrastructure works, Asset Management, Field Service Management, 

Customer Relations, Offshore operations, ... .
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GIS at Elia
• Need for reliable data

• Elia manages critical infrastructure

• Elia infrastructure is intrinsically hazardous

• Data is spread across different systems

• Up-to-date and consistent data

• Supporting the entire organization

• Challenges

• Different data models

• Historical data with variable quality

• Ongoing projects to replace systems (data 

migrations and data model constraints)
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Importance of geodata and 

time synchronization
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Importance of high accurate timing 

ELIA’s electrical grid requires more and more high 

accurate timing between HV substations* and control 

centers**, The introduction of digitalization in 

substations and new applications, reinforce this need 

for a high accurate & secure timing. 

GNSS (GPS,Galileo,..) is the global reference and it is 

widely used in substations for time-critical operations 

(IEC61850, PMUs,..).

GNSS is the global reference for 
time synchronization 

*A substation enables electricity to be transmitted or distributed at the correct voltage and reliability level.

**A control centre is the location where operators monitor systems in real time and intervene when 

necessary to ensure safety, stability, and continuity.
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Dangers of GNSS dependency

• No GNSS security standards

• GNSS is vulnerable to attacks

• Jamming (overpowering GNSS signal, loss of signal)

• Spoofing, meaconing (false time & location data, replay of the real GNSS signal with delay)

• Outage of GNSS system (total desynchronization)

• Cyber risk (GNSS receivers can be an entry point)

Result: Spontaneous shutdown of high-voltage lines, protection maloperations, delayed fault detection, 
incorrect root cause analysis!
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Mitigation measures

• A lot of techniques can mitigate the risks against the different types of attacks

• Anti jamming antennas (directional, bandpass filters)

• External holdover oscillators (e.g. cesium, rubidium)

• GNSS Signal Monitoring  & anomaly detection  (GNSS firewall, AI/ML based algorithm)

• Use of multiple receivers with multiple constellations

• Use of fiber-based timing protocol (PTP)

• Use of Authenticated and encrypted enabled GNSS

• OSNMA (Open Service Navigation Message Authentication)

• CPA-BE, PRS (Public Regulated Services, Galileo) (Cryptograhical GNSS authentication)

• AtomiChron (Third Party NMA) (e.g. Fugro) - that allows the integrity and authenticity of navigation messages from all four of the major GNSS 

constellations (GPS, Galileo, BeiDou, GLONASS) 

• TaaS (Time as a Service), NMI-ROB /NREN – Belnet ( White rabbit, maser atomic lock) * NEARLY GNSS INDEPENDENT*

Cryptographic GNSS authentication is essential — but insufficient on its own (especially from attacks like meaconing)

Mitigation requires multi-layered strategy
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Risks

• Ambiguity on legal obligations (SLA, costs, …)

• Challenges in funding/justifying PRS on Fiber Time integration (TaaS)

• Lack of enforcement on resilience standards (NIS): accurate and resilient time could fall under the cyber resilience 

requirements for TSOs? 
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Conclusion

A smart, secure, and structurally shared geolocation framework, 

governed by the public authorities, is necessary to strengthen 

prevention, cooperation, and crisis response, without 

compromising security or the clear allocation of responsibilities.

Increased cooperation through a strategic partnership with the 

Belgian Government and other essential entities
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